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Abstract: The article presents an empirical study of critical infrastructure service providers in consulting,
energy, and mining. The study aims to investigate how such service providers perceive and explain
information security and challenges in the context of an information technology-operational technology (IT-
OT) interconnected environment, that is, Industry 4.0. The study is based on qualitative data from semi-
structured interviews with informants holding three different types of positions at the organizations, that is,
OT security advisor, business developer, and information security coordinator. The study indicatively
concludes that role and responsibility significantly impact practitioners’ reasoning and standpoints.
Similarly, security focuses, or prioritization, differs between IT and OT. In line with the literature, the findings
indicate that mindsets or mental models need further attention. The article, thus, suggests three research
directions to develop insight for expanding information security practices to encompass human and
organizational challenges based on behaviors, roles, norms, and attitudes.
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Introduction

A fourth industrial revolution, or Industry 4.0, envisions radical changes in the industrial
manufacturing sector, giving rise to new information security challenges. The sector’s
transformation will impact the essence of how people conduct their work and businesses
(Schwab 2017). For an extended period, the manufacturing industry, acting as a forerunner
for many other industries, has undergone a preceding third industrial revolution
characterized by the implementation of computerized systems and automation. While the
third revolution occurred in-house, Industry 4.0 interconnects not only in-house systems but
also organizations and processes externally (Ustundag and Cevikcan 2018). Typically, cloud
computing, system integration, industrial internet of things, big data, augmented reality, and
other cyber-physical systems characterize the Industry 4.0 vision (Le Moigne 2021; Smart
Service 2015). The concept of twin transition describes the importance of simultaneously
progressing digitalization and the circular economy, that is, ecological, social, and economic
sustainability (Ortega-Gras et al. 2021). Industry 4.0 technologies, notably, include the
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capability to collect, store, share, and use data regarding products throughout their usage
stages. For example, Thyssenkrupp, an elevator provider, applies this with 130,000 elevators
worldwide, while Komatsu gathers spatial data on their machines (Le Moigne 2021). Having
the capability to collect data and use it for circular processes and business models is essential
for achieving sustainable development. The research field of product-service systems suggests
three types of business models, that is, product-oriented, use-oriented, and result-oriented
(Tukker 2004). The latter orientation is functional, that is, the customers pay per used unit or
for performance rather than the products itself. The change toward providing functionality
in the industry reflects an inevitable digitalization trend progressing from an internet-based
business through an IoT-enabled (internet of things) to a cyber-physically intelligent one,
thereby adding smart to businesses and cities (e.g., Zheng et al. 2019).

Industry 4.0 technologies, to some extent, are already introduced in critical
infrastructure, which historically has been a service provider of functionality. Critical
infrastructure is, for example, those organizations delivering vital functions for the national
economy and civil society. The continuity of government, telecommunications, electricity,
gas and oil storage and transportation, food and water supply, and emergency services are
critical functions for both the economy and civil society (Moteff and Parfomak 2004).
Security, safety, and protection are key concerns for critical infrastructure, but there are
challenges concerning Industry 4.0 digitalization. Wisniewski et al. (2022, 82717) explain that
it is important not to limit the perspective solely to technical issues; instead, security includes
“many things, systems and processes.” Their research revealed that the connection between
critical infrastructure and Industry 4.0 technologies had gained limited attention.
Furthermore, Wisniewski et al. (2022) concluded that both areas are highly significant but
are separately approached by researchers and practitioners.

Research on critical infrastructure employs the term industrial control systems (ICS) or
operational technology (OT). These kinds of technologies were originally, even before the
third industrial revolution, designed for monitoring and controlling proprietary and closed
infrastructures (Wu, Dai, and Wang 2020). Service providers in critical infrastructure seldom
have the possibility to start over from a clean canvas but have to upgrade and replace elements
in existing infrastructure. Industry 4.0 digitalization, which involves connecting OT to the
internet, has occurred simultaneously with these upgrades. This implies that OT is partly
designed without attention to net-based security and can be vulnerable to cyberattacks (Wu,
Dai, and Wang 2020). As the name indicates, IT addresses the development, maintenance,
processing, distribution, and use of information through computer systems, software, and
networks (Hahn 2016; Lasi et al. 2014). IT has long been established within day-to-day
business processes, with its embedded and connected features serving as key enablers of
Industry 4.0 technologies (Lasi et al. 2014). One operational manager referred to IT in an
informal conversation using the company jargon “Office-IT” and pointed to the direction of
the offices for the administrative department. The described distinction inspired a study on
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how representatives from critical infrastructure service providers reason about information
security and risks in light of the IT-OT interconnected Industry 4.0 technologies. Thus, the
purpose of this study was to investigate how critical infrastructure service providers perceive
and explain information security and challenges in such a context.

The term information security is not straightforward and is often used interchangeably
with cybersecurity (Von Solms and Van Niekerk 2013). Therefore, we include a
problematization in the theoretical background section, which also briefly outlines a threat
landscape. However, first, we explain the research design and the analysis of the empirical
material. The article concludes with the presentation of the empirical results and conclusions.

Research Design: Data Collection and Analysis

We gathered qualitative data through semi-structured interviews with key informants from
three companies spanning the consulting, mining, and energy sectors. While recognizing that
a larger sample could offer broader insights, the depth and detail obtained from these
informants—holding roles such as security advisor, business developer, and information
security coordinator—yield valuable perspectives closely aligned with our research objectives.
The selection of informants was based on the topic of the study, that is, whether they should
have a role in the information security work based on their job description. Furthermore, the
selection aimed to include different responsibilities, all related to security work. The study
comprises data from three semi-structured interviews that address insights into employees’
experiences, aligning with the sample size (Miles and Huberman 1994).

The interviews lasted approximately one hour each and were voice-recorded after consent

from the informants; see Table 1 for an overview.

Table 1: Summary of Interviewees

Position Business Employees
OT security advisor Consulting 7,000+
Business developer Mining 4,000+
Information security coordinator Energy 100+

Additionally, gaining access to organizations for investigating information security is not
straightforward. Informing externally about information security puts high demands on the
organizational culture and transparency. When agreeing to participate in a study,
organizations admit that information security is a topic of importance and in need of
investigation, something that could be seen as a weakness by their consumers. Also, there is
still a culture of silence when it comes to cyberattacks, concerning both sectors and states
(Sander 2019). The companies and the informants are therefore kept anonymous. It should
also be noted that the responsibilities connected to occupational roles differ in different
countries. The respondents in this study came from the same country but from various
organizations. Thus, as operational managers, the business developer and the technology
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advisor are responsible for information security in their business departments. In contrast,
the information security coordinator is responsible for leading and coordinating security
measures in the organization. The coordinator is, thus, an expert accountable for policies and
guidelines and for managing technical protection.

The interviews were conducted using an interview guide based on the topics of
information security, organization, and procedures. Informants were also prompted to reflect
on future challenges regarding their respective organizations. All informants were asked to
share their understandings and thoughts about the topics included in the interview guide,
but they could also add related issues from their own experiences, that is, semi-structured
interviews (Patton 2002). The interviews were transcribed verbatim, that is, typing exact
utterances; thus, hesitations, rephrasing, filler words, and so on, have been included in the
material analyses. However, for readability, quotes have been used in a clear verbatim style,
that is, with the removal of filler words, and so on, and quotes have been edited since they
have been translated from another language to English. However, quotes have been kept as
close to the original words and context as possible (Silverman 2000).

Data Analysis

The analyses of the empirical material follow the collection of qualitative data; that is, the
first analysis occurs when listening to the informants’ reasoning,. It is necessary to ask follow-
up questions for clarification, that is, the interviewer interprets what has been said and asks
if the understanding follows what the informant meant. Text analysis is then conducted
during the reading of the transcripts, where categories emerge from patterns within the
material (Mason 2017), that is, predefined categories were not imposed on the material. The
transcripts are analyzed interpretively in light of the context for the data set, that is, the

verbatim transcript, and then assessed concerning the informant’s role.
Information Security

Information security, originating from an IT point of view, addresses the protection of
confidentiality, integrity, and availability (so-called CIA triad, e.g., Stallings et al. 2012). These
perspectives cover security issues related to digitalization, focusing on data, information, and
systems. This means that confidentiality protects sensitive information from unauthorized
access or disclosure. For instance, utilizing access controls ensures that only authorized
personnel can view patient information in healthcare organizations. Integrity concerns the
preservation of the accuracy and completeness of the information. For example, to ensure
that medical journals contain accurate information and can be trusted, availability describes
how data, information, and systems are accessible by authorized users when they need it—
for example, ensuring that a system or service is running smoothly with no interruptions and
that users can access the information they need when they need it.
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The CIA triad has been and is discussed regarding whether or not it needs to update its
terminology (e.g., RealWorldCyberSecurity 2020). In our view, such discussions relate more
to understanding information security as being detached from cybersecurity, a simplified
view where information security is grounded in management and cybersecurity in
technology. Von Solms and Von Solms (2004) emphasized that information and
cybersecurity are jointly key elements embedded in a holistic view. In addition, Von Solms
and Van Niekerk (2013), by referencing contemporary descriptions of cybersecurity, add that
the concepts to some extent overlap since both are described in practice to include everything
from policies, management, approaches, and training of personnel to infrastructure, systems,
tools, and applications. They propose an additional concept for research, that is, information
and communication technology security as the intersection between information security
(information assets not stored or transmitted via IT) and cybersecurity (data or non-
information vulnerabilities via IT).

However, given the encompassing digitalization of modern critical infrastructure,
particularly the introduction of Industry 4.0, which is based on interconnectivity and
embedded intelligent solutions, separating IT information assets from digital data assets
becomes problematic for future practice. The data-information-knowledge-wisdom hierarchy
(Ackoff 1989) visualizes the connection between data and information, especially given
contemporary digitalized systems’ capabilities, making both data (non-information) and
information (contextualized data) assets crucial to protect. Although, as commonly applied
in research and this study, distinctions help serve as a cognitive model to investigate complex
relationships—such as the one between Industry 4.0 and the security practices for service
providers of critical infrastructure functions—the term information security is used here to
capture all types of security aspects (e.g., procedures, access, and protection of operations),
data, and information assets. Nevertheless, as indicated in previous research (Wisniewski et
al. 2022) and in our pre-studies, viewing IT and OT as standalone environments of operations
in practice is a barrier to Industry 4.0 security (Jaatun et al. 2020).

The general term OT captures several different ICS, each examined from different
perspectives, for example, Supervisory Control and Data Acquisition (SCADA) and Industrial
Automation Systems. Knapp and Langill (2014) assert that OT includes all information and
control system connected to the service provision operations. In critical infrastructure, the

information security concerns for OT are manifold, for example:

»  The safety of people and equipment is a critical concern, as malfunctions in the OT
can result in severe consequences. For instance, incidents such as the ICS failure in
Bellingham in 1999 caused an explosion from a gasoline leakage, leading to fatalities
and injuries (Hahn 2016).

=  Environmental failures in the OT can result in radiation or other toxic material being

released into nature or the service processes (Knapp and Langill 2014).
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= Supply chain dependencies, where errors in one link in the chain impact the end-
user function; for example, the NotPetya attack targeted Ukrainian organizations,
governmental agencies, hospitals, and financial institutions. Still, it also spread
across the Ukrainian border to infect companies, including knocking out systems for
the world’s largest shipping company, Maersk (Greenberg 2018).

The threat landscape includes many different approaches and variants, often known to
address IT environments. However, recent reports indicate that similar threats are targeting
OT (Dragos 2022; ENISA 2022; Verizon 2023). Consequently, critical infrastructure systems
become vulnerable to a wide range of threats, for example:

= Phishing and spear-phishing are based on social engineering and trick users into
opening a malicious file or entering information on a fake website; the fraudulent
goal is to set a point of entry into an organization (Bhardwaj et al. 2020).

*  Malware is malicious software that disrupts or causes damage by infecting systems
(Giles 2019).

= Ransomware is a specific type of malware that typically denies an organization access
to its systems by holding data hostage if it does not pay (Liska and Gallo 2016).

IT and OT Orientation

OT systems often depend on standards, protocols, and software that are relatively old, meaning
that they are designed for isolated automation and not for interconnections between systems and
networks. Consequently, OT has historically been designed without cyberattack detection or
defense requirements in mind (Murray, Johnstone, and Valli 2017). The concept of an “air gap
theory” explains the mental model that OT is isolated from IT. Thus, this air-gapped mindset is
based on the idea that OT is not vulnerable to external cyberattacks due to its inaccessible
proprietary characteristics. The air gap is one key barrier to introducing contemporary security
models that converge IT and OT, as is needed in Industry 4.0 (Murray, Johnstone, and Valli 2017).
The Stuxnet malware was an early eye-opener of how security challenges normally related to IT
exploited the air gap to attack critical infrastructure, that is, maintenance aids on an infected USB
flash drive (Hemsley and Fisher 2018; Knapp and Langill 2014).

The efforts to clarify IT and OT characteristics support understanding of two orientations,
which also provide insights into their distinct impact on information security measures. First,
the security focus differs from the CIA triad; for example, according to Zhu, Joseph, and Sastry
(2011), IT’s orientation toward confidentiality involves protecting sensitive data from
unauthorized access and breaches, which is paramount in sectors like finance and healthcare
where data privacy is a legal and ethical requirement. Conversely, OT prioritizes availability
first, emphasizing the need for continuous operation and minimal downtime in industrial and

manufacturing environments, where any interruption can lead to significant operational
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disruptions or safety hazards (Prinsloo, Sinha, and von Solms 2019). Stouffer et al. (2015)
exemplify these different focuses by stating that confidentiality and integrity are fundamental
for IT, whereas human safety and operations protection are vital for OT. Furthermore, the
differences between standard communication protocols in IT and the proprietary ones in OT
are mentioned as important differences impacting updates or patches. IT systems can be
updated automatically, while OT systems need to be closed for maintenance.

As a consequence, updates of OT systems cannot be done as frequently as those of IT
systems and must be scheduled well in advance (Stouffer et al. 2015). The lifespan of the
components in I'T and OT differs radically. Laptops have a lifecycle of around three to five years,
while OT components have a lifecycle of fifteen to twenty years or more (Stouffer et al. 2015).
Murray, Johnstone, and Valli (2017) concluded that these different orientations and priorities
between IT and OT pose a substantial challenge, leading to significant logical problems in
information security, particularly for interconnected industrial systems and networks.

Information Security Organization and Challenges

This study aims to compare the perspectives of IT and OT professionals in the context of
information security. Using the CIA triad—encompassing confidentiality, integrity, and
availability—as an analytic lens, we examine the priorities and challenges encountered by IT
and OT professionals in critical infrastructure settings.

The roles of informants from service providers in critical infrastructure, namely, OT
security advisor (advisor), business developer (developer), and information security
coordinator (coordinator), contributed with different perspectives on the topics of the
empirical study. In particular, the interpretation of information security varied between the
advisor and the coordinator:

Advisor: I do not consider OT as a part of information security. Security is easier in
IT....You have more automation, and you dare to react to things automatically. In
OT, you don’t. Just due to the nature of OT, you need to be more reactive.
Coordinator: A term that covers “the organizational security, guidelines, routines,
and the technical security....”

The informants generally used descriptions of information security that aligned with
their responsibilities. For instance, the developer highlighted assets and processes, the
coordinator stressed risk management, and the advisor focused on responsibilities and shared
definitions. Consequently, suggestions on how information security should be applied also
reflected the point of view of the role. For example, the developer proposed iterations and
systematic processes customized for the organization, the advisor recommended clarity in
acceptable risk levels that the organization is willing to take, and the coordinator encouraged

a top-down approach to controlling documents and routines.
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Under the conditions that it is a team effort in an organization, the diverse reasoning
collectively captures a broader perspective of information security, emphasizing the need to
avoid approaching IT and OT separately (Wisniewski et al. 2022). However, the advisor has
experienced problems with different roles that do not share the organizational or technical
language, exemplifying the situation with a metaphor:

Advisor: “It is like being a marriage advisor. First, you have to get these different
groups to talk to each other and to understand what the other is saying.”

The informants’ reasoning on challenges related to information security highlighted the
necessity to understand vulnerabilities related to the production processes and approach those
in a goal-oriented way. The developer explained that if they come up with solutions for risks,
they zmagine there are “tend to be very wasteful of money and time.” Instead, the informants
suggested that the number of incidents would be a meaningful measure to evaluate if the
information security is good enough, that is, following the logic that no incident equals
sufficient security. However, after some thought, the coordinator added that this idea could
only be true under the conditions of “having the ability to detect the incidents.” On this topic,
the advisor concluded, “There is always too much security until it is too little.”

The reasoning from these service providers captures a difference between the formal and
regulatory organization of critical infrastructure and the entrepreneurial and challenge-
driven model of cybersecurity adversaries. The coordinator exemplified that organizations
have guidelines and routines to follow, and a request has to be made to make changes in the
systems. The developer clarified that awareness of an increased and changing threat landscape
among upper management, one level down and on sites, exists and that this is because
“someone has identified [phishing] emails....” The advisor explained that cybercriminals
would quickly adapt to the organization’s resistance: “the more you protect yourself, the
more effort they put in.” In the case of being under attack, the informants explained that they
have routines and plans for how to react to a number of expected threats, but in an actual
situation, they stressed that experience and instinct would matter. The organizations have
established Security Operation Centers to detect and respond to incidents.

The informants generally reasoned in favor of structure, routines, and guidelines but also
problematized the division of work, where communication between departments and within

departments becomes too relationally complex.

Advisor: “We are one department, but we have different systems for different

business areas.”

The coordinator described the division of work as a challenge in implementing security
measures: “further down the organization they are not positive to information security.” This
expression can also indicate problems with a top-down approach, in which policies or
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recommendations might not meet the requirements of practical usability at the intended level in
the organization. The coordinator elaborated further on the topic of IT and OT security awareness:

Coordinator: Those who work with the most vital systems prioritize information
security. Absolutely. They understand that we need to have it like this. But, those
who work in HR or administration in general...[searching for an appropriate

word]...is not equally...[aware on a daily basis].

Besides highlighting the reasoning about IT and OT environments as different from each
other, the explanation can be interpreted to align with the differences in prioritization of
security focus (Murray, Johnstone, and Valli 2017; Stouffer et al. 2015; Zhu, Joseph, and Sastry
2011). On the one hand, the risks of loss of human life and inevitable damage to equipment
and, in some cases, also nature give a more urgent feeling of security than a potential loss of
business data and information, for example, observable equipment in production versus the
intangible, non-visible data and information. On the other hand, from an OT point of view, the
mindset of an air gap gives a false sense of security (Murray, Johnstone, and Valli 2017), perhaps
missing the risks of external service personnel using maintenance aids (Hemsley and Fisher
2018; Knapp and Langill 2014), for example, cloud-based support.

When touching upon the future, the informants reflected on IT and OT convergence.
The differences in lifecycles were discussed, especially the challenges to updating the
sometimes thirty-year-old OT equipment with cheap stuff like sensors and how to manage
patches or not in that environment. Further, they foresee increased use of non-approved systems,
especially for easy access to service. Thus, the informants found interconnections and
networks inevitable since they had already experienced the change.

Developer: IT and OT are starting to merge; there is no question about it. By that, I
mean that the technology used becomes collective and that systems, of course, merge
and communicate with each other. This creates a lot of consequences for security.
Some good, some bad. [The IT and OT environment] is then no longer so different,
in the way they are different today, technology-wise.

The advisor concluded that the future needs a holistic view to “put general security
on the top of the agenda...not just something that removes risk, but something that
creates opportunities.”

Concluding Reflective Discussion

The purpose of the study presented in this article was to investigate how critical infrastructure
service providers perceive and explain information security and challenges in light of an IT-
OT interconnected Industry 4.0 context. The study included empirical data from three



THE INTERNATIONAL JOURNAL OF TECHNOLOGY, KNOWLEDGE, AND SOCIETY

organizations and can, thus, conclude indicatively on these cases in relation to the literature.
We embarked on Industry 4.0 as it was introduced to service providers of critical
infrastructure. The informants’ descriptions support the idea that interconnections,
networks, and system integration between IT and OT are examples of such digitalization in
critical infrastructure (Le Moigne 2021; Ustundag and Cevikcan 2018). Furthermore, the
informants express the inevitability that their organizations will encounter such a future and
the information security challenges it will bring.

We have used the term information security in its broadest sense, thus following the
thought that information security and cybersecurity overlap (Von Solms and Van Niekerk
2013). The empirical data indicate that, from an OT perspective, information security
generally relates to IT. At the same time, such a point of view will also impact future security
measures in an OT environment due to the merging of the technologies. However, the
informants do not mention cybersecurity as a more appropriate term for OT but rather point
toward their prioritization of safety, that is, protecting humans and equipment from damage.
This aligns with the suggested differences in security focus (Stouffer et al. 2015).

A difference in the security approaches mentioned is the IT automation of patches or
updates, while OT equipment demands scheduled updates and maintenance stops. A
challenge is, thus, the risk management of completely different types of equipment and
business functions. The informants differentiate IT from OT, for example, with respect to the
equipment’s length of lifecycle, which raises a challenge to digital integration in old but well-
functioning equipment (Stouffer et al. 2015). Also, the benefits of having plans, guidelines,
and so on, have been explained by the informants. Still, when reflecting on the threat
landscape, they indicate that, compared to cyber criminals, the formal procedures have
limitations in managing new threats and changes in their operations. Another challenge for
the future is thus to adapt new procedures while still safeguarding the formal ones, for
example, managing the security connected to established and innovative technologies.

Finally, there is a challenge in approaching IT and OT information security jointly. As
found in our study, the informants (naturally) see problems, challenges, and solutions from
their role and their responsibility and do not have a language to support experience sharing.
Thus, it prevents the desired learning from the two environments. The differences in culture
between IT and OT departments are likewise indicated in a previous study (Murray,
Johnstone, and Valli 2017), where the work of Hofstede (1998) supported the analysis
showing that the organizational culture with respect to time horizons is entirely different.

An interpretation of the manifold descriptions that differentiate IT from OT, and vice versa,
is that it might happen due to the manifestation in two very different environments, for
example, machines operating at a site versus people working in an office, or a technical versus
a social or organizational perspective. For example, IT departments typically focus on data
integrity, confidentiality, and availability, often dealing with rapid change and software-centric
solutions. On the other hand, OT prioritizes the safety and reliability of physical operations and

10
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machinery. Changes in OT environments are often slower due to the need for stability and
safety in physical processes. This results in different priorities and approaches to problem-
solving, leading to a potential disconnect in understanding and collaboration. Our study
indicates that there are traces of a culture not only based on differences in IT and OT
environments but also in the sense of “we” versus “them,” despite belonging to the same
organization and being exposed to similar risks and threats about digitalization. The differences
in priorities and approaches can foster a mentality where each group views the other as having
different, sometimes conflicting, objectives. The separation between IT and OT can be viewed
in light of a traditional diversion of office work and production; however, in other industries,
digitalization has faded such differences by making the physical sites more similar. Wisniewski
et al. (2022) have concluded that approaching IT and OT holistically is necessary for academia
and practice. To achieve this, we might need to look beyond the obvious, that is, the fact that
the environments traditionally are technically different and start to approach human attitudes
and behavior seriously from an information security perspective.

Based on this concluding reflection, we suggest three future research directions that expand
information security practice, addressing challenges related to behavior and organizations.
First, an in-depth investigation of how different roles impact the practice of Industry 4.0 security
in critical infrastructure seems valuable. This expansion can be achieved by diversifying the
array of roles and sectors studied, thus addressing existing research gaps and providing a more
holistic understanding of the security landscape. Future methodologies might include a
combination of qualitative interviews and quantitative analyses across these varied sectors.
From this direction, it would be interesting to better understand how different experiences and
expertise can be applied to improve communication in risk management teams.

Second, a study where IT and OT are addressed with respect to a model for organizational
learning is an interest for own further studies. From this perspective, analyses based on
organizational learning theories could shed light on how, for example, reactive incident
management could aggregate training tools for increasing entrepreneurial thinking in
planning protection.

Third, investigate IT and OT from a norm-critical perspective. That is, finding out which
norms and attitudes prevail in IT and OT, respectively—for instance, examining how the risk-
averse culture in OT sectors such as oil and gas contrasts with the more agile IT culture in
tech startups. From this direction, knowledge could be generated about how norms impact
information security practices, thereby resulting in better insights into the air gap mindset.
Understanding these cultural differences could pave the way for more integrated and effective
security practices across both domains.
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